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Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; GTB6; .NET CLR 2.0.50727; .NET
CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; Trident/4.0;GTB6; .NET CLR
2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR3.5.30729)

Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.1.20)

Gecko/20081217 Firefox/2.0.0.20 ((NET CLR 3.5.30729)

Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0;GTB6; .NET CLR 2.0.50727,
.NET CLR 3.0.4506.2152; .NET CLR3.5.30729)
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Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/x-shockwave-flash, application/vnd.ms-excel,
application/vnd.ms-powerpoint, application/msword, application/xms-
application, application/x-ms-xbap, application/vnd.msxpsdocument,
application/xaml+xml, */*

Accept-Language: ko

UA-CPU: x86



Accept-Encoding: gzip, deflate

Content-Length: 0

Connection: Keep-Alive

Any or al of these headers may be present in an HTTP request. Simple HTTP requestrate
monitoring via TM S can be used to detect the bots’  activities. Note that some of these headers
alone do not indicateabot’ s presence.
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MD5: 0f394734c65d44915060b36a0b1a972d V Total
SHA1: 426bc6bb3704441e5804d75ad020706f06b3db5d
File type: application/x-ms-dos-executable

File size: 374651 bytes



XA THE “WMICONF” E 28 WM PERERC B 4% 2 ERE 7, UG B 2R
H“IEfE Bk B HiPer AN RTINS EAVE PEVERERE” —ATHRE . AT LL B T R 2103
(&

C:\DOCUME~1\Username\LOCALS~1\Temp\_S1.tmp
C:\WINDOWS\system32\wmiconf.dl|

C:\DOCUME~1\ Username \LOCALS~1\Temp\_S5.tmp
C:\WINDOWS\system32\wpcap.dl|

C:\DOCUME~1\ Username \LOCALS~1\Temp\_S9.tmp
C:\WINDOWS\system32\Packet.dl|

C:\DOCUME~1\ Username \LOCALS~1\Temp\2733_appcompat.txt
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MD5: 1cha81fealf34511c026€77cfalfOef6
SHA 1: 007d3¢2820c41b7abdadda3b84a07355ebaef 358

File type: application/x-ms-dos-executable
File size: 88064 bytes
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MD5: 93322e3614babd2f36131d604fb42905

SHA 1: 3f8ed8a0a8be604f68b01a8d44df81e743b23a34

File type: application/x-ms-dos-executable

File size: 45056 bytes
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WWW.VOanews.com
www.yahoo.com
www.defenselink.mil
WWW.NySe.com
www.nasdag.com
www.site-by-site.com
www.marketwatch.com
finance.yahoo.com
www.usauctionslive.com
www.usbank.com
WWW.amazon.com
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evisaforms.state.gov
www.faa.gov
www.whitehouse.gov
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ARG, I B SO I NLS T X532 2K T g,

www.president.go.kr
www.mnd.go.kr
www.mofat.go.kr
www.assembly.go.kr
www.usfk.mil
blog.naver.com
mail.naver.com
banking.nonghyup.com
ezbank.shinhan.com
ebank.keb.co.kr
www.hannara.or.kr



www.chosun.com
www.auction.co.kr
www.whitehouse.gov
www.faa.gov
www.dhs.gov
www.state.gov
WWW.VOanews.com
www.defenselink.mil
WWW.NySe.com
www.nasdag.com
finance.yahoo.com
www.usauctionslive.com
www.usbank.com
www.washi ngtonpost.com
www.ustreas.gov
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2009/07/05 02:00 ~ 2009/07/05 14:00

www.whitehouse.gov
whitehouse.gov
www.faa.gov

faa.gov
evisaforms.state.gov

2009/07/05 22:00 ~ 2009/07/06 07:00

www.whitehouse.gov
www.faa.gov
WWW.ustreas.gov
www.dhs.gov
www.state.gov
www.dot.gov
www.ftc.gov
WWW.Nsa.gov
WWW.USPS.gov
WWW.voa.gov
www.yahoo.com
www.defenselink.mil
travel .state.gov
WWW.Nyse.com
www.nasdag.com
www.site-by-site.com
www.marketwatch.com
finance.yahoo.com



www.usauctionslive.com
www.ushbank.com
WWW.amazon.com

2009/07/05 22:00 ~ 2009/07/06 18:00

www.whitehouse.gov
www.faa.gov
WWWw.ustreas.gov
www.dhs.gov
www.state.gov
www.dot.gov
www.ftc.gov
WWW.Nsa.gov
WWW.USPS.gov
WWW.V0anews.com
www.yahoo.com
www.defenselink.mil
travel .state.gov
WWW.Nyse.com
www.nasdag.com
www.site-by-site.com
www.marketwatch.com
finance.yahoo.com
Www.usauctionslive.com
www.usbank.com
WWW.amazon.com

2009/07/07 18:00 ~ 2009/07/08 18:00

www.president.go.kr
www.mnd.go.kr
www.mofat.go.kr
www.assembly.go.kr
www.usfk.mil
blog.naver.com
mail.naver.com
banking.nonghyup.com
ezbank.shinhan.com
ebank.keb.co.kr
www.hannara.or.kr
www.chosun.com
www.auction.co.kr

2009/07/07 21:00 ~ 2009/07/08 07:00

www.whitehouse.gov



www.faa.gov
www.dhs.gov
www.state.gov
WWW.VOanews.com
www.defenselink.mil
WWW.NySe.com
www.nasdag.com
finance.yahoo.com
www.usauctionslive.com
www.usbank.com
www.washingtonpost.com
www.ustreas.gov

2009/07/08 18:00 ~ 2009/07/09 18:00

www.mnd.go.kr
www.president.go.kr
WWW.NCsc.go.kr
mail.naver.com
mail.daum.net
mail.paran.com
www.auction.co.kr
www.ibk.co.kr
www.hanabank.com
www.wooribank.com
www.altools.co.kr
www.ahnlab.com
www.usfk.mil
Www.egov.go.kr

2009/07/09 18:00 ~ 2009/07/10 18:00

mail.naver.com
mail.daum.net
mail.paran.com
Www.egov.go.kr
www.kbstar.com
www.chosun.com
www.auction.co.kr
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http://maxoverpro.tistory.com/

http://www.krcert.or.kr/secureNoticeView.do?num=342& seq=-1
http://isc.sans.org/diary.html ?storyid=6748

http://www.kisa.or.kr/main.jsp

http://api.v.daum.net/open/related _news?news id=3606586& display type=widget& skin
=1& frameContents=both



